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Introduction

CitylQ has been providing Business Continuity Planning (BCP) consultancy services to the
financial services community for over seven years.

In that time we have seen the BCP market gradually evolve as the need for comprehensive BCP
has become more widely recognised and the capacity to deliver complex but practical BCP
solutions has become the norm.

However with the impact of new technologies, increased regulation and ever increasing cost
pressures, we were keen to find out whether the traditional BCP environment was about to enter a
period of change.

So we decided to carry out a survey, looking at BCP from a financial services perspective and
gathering the views of both BCP and non-BCP resources. Our objectives were to establish:

How and by whom BCP is delivered

Views on market trends

The impact of technology changes on BCP preparedness
Key BCP challenges for the year ahead

This report summarises the results of that survey.

About the Survey

The survey was an on-line survey, carried out in February and March 2011 using an automated
survey tool. Details of the survey method and the complete list of questions can be found as an
appendix to this report. We would like to take this opportunity to thank everyone who participated in
the survey.

About CitylQ
CitylQ is a specialist consultancy that works primarily in the Financial Services Industry.

With extensive knowledge of investment management and all aspects of the investment process,
we have a track record for providing high quality project and programme management, business
analysis and technical architecture skills. As well as domain specific expertise, we also provide
consultancy advice in the areas of change, procurement, business continuity planning and HR re-
engineering.

Our consultants are supported by our research team, who by running surveys, producing detailed
reports and hosting industry events keep our consultants and clients up to date with what is
happening in financial services.

Feedback

If you have any questions or queries about the survey results or would like to know more about the
services CitylQ offer please contact:

Paul Wiltshire on 0207 073 2925 or by mailing enquiries@cityig.com



Management Summary

During February and March 2011 CitylQ surveyed the UK financial services sector in order to
determine both the current state of Business Continuity Planning and likely challenges.

Thirty six organisations responded, representing a broad range of institutions and a cross section
of business activities within financial services.

The survey respondents included not only Business Continuity professionals but also senior
management of other functions (e.g. Risk, IT, Settlement) allowing us to contrast the views and
perceptions of these two constituencies.

The key findings of the survey were as follows:

The need for greater focus on the Business Continuity Plans of key suppliers was identified
as the area of greatest concern by respondents

Two thirds of organisations which only use shared subscription standby site solution are
looking to reduce the size of the facility.

25% of organisations have not performed a crisis management test in the last 12 months.
Of those that did perform a test, many of the smaller organisations only considered loss of
premises or key systems as the basis for that test.

The use of Remote Systems Access as a recovery strategy is expected to increase.
However at least 25% of organisations do not test this capability in a realistic BCP situation.

Other new technologies are increasingly forming part of recovery strategies. However there
are organisations which do not carry out a risk assessment of the new risks to the recovery
process presented by these technologies and which do not carry out testing of these
technologies to prove recovery and resilience capabilities in a realistic BCP situation

The key BCP challenges in the next 12 months were identified as being cost and resource
management and responding to new business systems/technologies.

Analysis of the survey population indicated that organisations of up to 5000 staff tended to
have a ratio of one BCP planner per 1000 staff.

Access to external specialist BCP support was seen as beneficial by a majority of
organisations with fewer than 1000 staff.

There is still a significant number of organisations where BCP is largely IT focused

Implementation of automated BCP planning tools was seen as being an important
challenge by 66% of BCP respondents, but by only 3% of those notin BCP

Accreditation to BS25999 was not seen as being a key challenge by the vast majority of
organisations



The CitylQ View

Based on the survey findings, CitylQ believes that when considering Business Continuity
preparedness the following actions are appropriate:

Increase the focus on key supplier's Business Continuity Plans and prepare for increased
client and counter-party interest in their own plans.

Look at the skill sets of their Business Continuity function and address gaps in keeping up
to date with new developments, technologies etc

Consider carrying out a Business Continuity ‘Health Check’ or Gap Analysis to ensure that
the Business Continuity programme is broadly based and not focused excessively on IT.

Prepare to review the scale and cost-effectiveness of standby sites, taking into account the
increasing use of new technologies as part of a recovery strategy

Business Continuity Planners should take an active role in ensuring that remote systems
access capabilities and new recovery technologies have been properly risk assessed and
tested to ensure that they are workable, secure and fit for purpose in a Business Continuity
incident

Resource the Business Continuity function to enable it to respond to new regulatory
oversight and areas of focus (e.g. 2011 Market Wide Exercise), adoption of new recovery
technologies and an increased focus on supplier business continuity plans (whilst
responding to clients request for information on their own).



Detailed Findings
Current Concerns

We asked respondents to indicate their views on eight areas of potential concern and how strongly
they agreed with the statements we presented. Their responses are shown below, presented by
level of agreement.

Supplier Business Continuity Plans

From the suggested list, the topic identified as being of most concern was the need to focus on the
Business Continuity Planning of key suppliers. This reflects the focus which the Business
Continuity Institute has givene to this issue in the 2011 Business Continuity Awareness Week.

We should increase our focus on the effectiveness o f the
BC Plans of our key suppliers and partners
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The dependency on key suppliers is ever increasing. Whilst organisations spend much time and
effort ensuring that their own plans are comprehensive, up to date and tested, it is more difficult to
get a realistic assessment of those of key suppliers. Often a supplier will give little more than a
statement of assurance that it has plans in place.

Some of our larger clients are doing more in this area, insisting on being able to see the detail of
the plans themselves, or even to witness specific tests.

Organisations should also take account of the fact that key suppliers will often either outsource
elements of their services, or use third party suppliers as part of their own Business Continuity
Plans. Hence there is an additional risk that these ‘hidden’ suppliers do not have effective and
tested plans, which will impact on the service provided to your organisation.



Of course, it should be remembered that all the organisations surveyed are themselves key
suppliers to other organisations. As such, they are increasingly being asked to provide statements
or evidence of their own Business Continuity capabilities to their clients and counterparties.
Responding to these requests takes increasing amounts of resource, and can even lead to
competitive disadvantage if suitable assurance cannot be provided when compared to competitors.

The CitylQ View:
We believe that organisations need to focus on:

Actively engaging with key suppliers to look at the underlying details of their Business
Continuity plans and also those of the next tier of ‘suppliers to the suppliers’. This typically
needs to be done by an experienced Business Continuity resource who knows the
guestions to ask, and the evidence required. For highly critical suppliers this may also
require witnessing of key tests or test reports.

Developing clear statements and evidence of the organisations’ own Business Continuity
Plans to provide the necessary assurance to clients and counter-parties. The bland, holding
statement will be increasingly challenged by the knowledgeable client or counterparty, and
so the organisation needs to be able to respond in a timely and professional manner to
such enquiries.

Keeping Up to Date/External assistance

The second and third highest rated concerns related to the ability of Business Continuity planners
to keep up to date with Business Continuity market developments and the value of having access
to experienced specialist external resources.

Our BC Planners should spend more time on new
developments in the business continuity industry
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Access to external Business Continuity professional s would

improve our business continuity management process
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Looking at the response in more detail, there are some clear trends:

The value of having access to external expertise is seen as beneficial mostly by
organisations in the 1-1000 employee range. This is likely to reflect the more limited internal
BCP resources available to those companies.

Respondents responsible for Business Continuity Planning were more likely to be negative
on the value of external resources, whilst non-Business Continuity respondents were
almost entirely positive or neutral about calling on external support. We can conclude from
this that non Business Continuity management may believe that their planners often lack
the desirable breadth of experience.

Access to our external Bu__siness Continuity professionals
would improve our business continuity management

process
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Organisations with over 1000 employees tended to be more concerned about their
Business Continuity planners staying up to date with market developments. This is likely to
be because organisations of this size have more complex recovery strategies and
requirements and a greater wish to take advantage of new developments

The CitylQ View

The traditional way to keep up to date is for planners to spend time attending user groups, forums
or conferences. However, we frequently encounter a level of dissatisfaction over the quality and
value of these events. An alternative approach would be to obtain access to a trusted expert for a
few days each year, with whom the internal resource could engage on a 1-2-1 basis to address
issues specific to the organisation, and to get a perspective on what is going on in the market.

Business Engagement/Administration

A majority of the respondents who gave a firm opinion on these areas agreed that Business
Continuity Planners should spend more time engaging with the Business to understand risks and
impacts, and that they currently spend too much time on administration.

Too large a proportion of our Business Continuity
Planners’ time is taken up with administration
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Almost all the Business Continuity Planning respondents agreed that they spend too much time on
administrative activities. All those who disagreed with the statement were non-BCP respondents.
This, it can be argued, indicates that BCP is seen more as administrative task by those outside the
function.

Too large a proportion of our Business Continuity
Planners’ time is taken up with administration
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Our next most highly ranked question considered business engagement.

Our Business Continuity Planners do not spend enoug h
time engaqing directly with the business
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There was an almost even split between non-BCP respondents as to whether more time should be
spent engaging with the business. Almost all of those who agreed that more time should be spent
came from organisations with over 1000 staff. Of those with less than 1000 staff, a majority of 3 to
1 disagreed that more time should be spent. This may reflect that it is easier to engage with the
business in smaller organisations, where it may be easier to get access to relevant business
managers.



CitylQ

The CitylQ View

The split of time spent by a typical BCP resource can be summarised in the following diagram:

Business Continuity Resourcing

‘ Typical split of skill sets and activities within the BCP Function ‘

Leading — 10%
«In depth BCP knowledge

«Strategy development
*Process development
*Senior management liaison and status reporting
*Overall direction and process management
+Audit liaison
*Budget justification

*Business Continuity industry/peer group awareness

Driving — 40%
«Task management
*Departmental liaison
*Day to day progress chasing and issue resolution
«Test co-ordination
*Third party liaison
~Awareness programmes
Steering Group support
«Co-ordinating Business Impact Assessments
*Supplier service level management
*Budget preparation

Administering — 50%
*Document management and filing
*Maintaining contact lists
«Chasing deliverables
Arranging meetings and awareness
«Consistency checking
*Plan printing and distribution
*Maintaining websites
*Data analysis
*Budget recording
*Expenditure monitoring
+Battlebox maintenance

In smaller organisations where there is a sole BCP practitioner, or where the BCP role is combined
with other functions such as Facilities, IT or Risk Management, it is difficult to justify the cost of a
resource which can cover the whole of the skill set outlined above. Indeed, an experienced BCP
resource who can properly handle the ‘Leading’ role is likely to become frustrated by the proportion
of time spent on administration. This may be reflected in the survey responses in this area from

BCP respondents.

The use of the trusted expert to assist with the ‘Leading’ functions may enable a more appropriate
resource to be employed relevant to the remaining 90% of the role.



BCP is IT Focused/ BCP testing mainly IT and Workpl  ace recovery

These were the two questions which obtained the greatest divergence of opinions with a significant
proportion of respondents either strongly agreeing or disagreeing with the statements.

Business Continuity Planning is mainly seen as an | T-
driven activity
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Organisations with over 1000 staff predominantly disagreed that BCP was IT-driven. It should be
noted of course that this size of organisation tends to employ more specialist BCP resources to
address the non-IT aspects of Business Continuity.

Possibly and not surprisingly, almost all the BCP respondents disagreed that BCP in their
organisation was IT-Driven.

Testing of our Business Continuity Plans only cover sIT
and workplace recovery
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BCP staff also overwhelmingly disagreed that testing was only focused on IT and workplace
recovery.



It is a concern however, that there was such a significant number of respondents across all
organisation sizes who regard both BCP planning and testing as still being IT driven or focused.
Whilst this might be expected in smaller organisations with limited BCP expertise, it was a concern
that so many medium and larger organisations still do not seem to be addressing the wider non-IT
aspects of BCP.

The CitylQ View

Organisations which still see Business Continuity as an IT focused activity will come increasingly
under pressure from the anticipated additional scrutiny which the regulators will give to the wider
aspects of Business Continuity Planning. A quick ‘Health Check or Gap Analysis of all the required
elements of a Business Continuity programme can provide management assurance that a holistic
approach is being taken. This Gap Analysis may, in part, use the FSA’s own Business Continuity
Management Practice Guide which is available to download from the FSA website.

Number of BCP Planners
One of the challenges faced by many organisations is determining how many Business Continuity
Planners are required in relation to the size of the organisation. Analysing the responses gives us

the following:
Organisation Size Average number of BCP
resources
1-100 0.6
101-1000 0.8
1001-5000 3
5001+ 7

As can be seen from the above table, many smaller organisations don’t have dedicated full time
resource.

As a rule of thumb we can expect to see one BCP resource for every 1000 staff in organisations
with up to 5000 employees.



Business Continuity Budgets

A large majority of respondents indicated that the BCP budget was likely to stay the same. This
may reflect the fact that belt-tightening in the finance sector, if it was going to affect BCP, has
already happened.

Budgets
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Of those expecting the BCP budget to decrease, these were all from organisations with more than
1000 employees.

Standby Arrangements

Standby Facility

No

i Yes

The vast majority of the respondents had some form of workplace recovery or standby site. Of
those who do not, over half were small organisations with less than 100 employees, and in each
case they indicated that over 50% of their staff would use remote systems access as all or part of
their recovery strategy.



Standby Arrangements

Of those organisations with a workplace recovery facility there were a wide variety of recovery
models being used:

25% of respondents, representing only organisations of less than 1000 staff, used solely a
third party (shared, dedicated or mixed subscription basis) facility.

The most common recovery solution for organisations of all sizes was an in-house facility
(25%) or a combination of in-house plus a third party facility (50%)

Allocated Space
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As might be expected, organisations with fewer than 100 staff have a larger proportion of staff
allocated space at standby sites with 85% having more than 21% of staff covered. For companies
with over 1000 staff only 33% have over 21% covered.



Changing Standby Site Coverage

Two thirds of the companies which currently only have a third party standby site indicated that they
would be decreasing the number of staff allocated space at that site in the next 2 years. Almost all
of these respondents were organisations with less than 1000 staff using solely a shared
subscription based facility.

This reflects increasing revenue pressure on the three main standby site suppliers (SunGard, ICM
and IBM), reflected in their statements that they would be looking to boost revenue from non-
standby workplace services (e.g. automated planning tools, consultancy, IT services, data vaulting
etc) in the future.

Space Allocation Intentions
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Of the companies that expected an increased coverage of staff at a standby facility — all used an
in-house facility for at least part of their recovery strategy.

These results, taken in conjunction with the indication that over 50% of respondents would be
increasing use of remote systems access as part of their recovery strategy, clearly demonstrates a
move to a more flexible, virtual world of business recovery in the next 2 years.

The CitylQ View

We expect increasing numbers of organisations to challenge their expenditure on standby sites,
and specifically those provided by third party suppliers. A structured approach to requirements re-
definition, re-tendering and re-negotiation needs to be followed to ensure that the resulting facilities
are fit for purpose and cost-effective.



Remote Systems Access

Usage

Remote Access for BCP

®0-10%

“11-20%

421-30%

31-50%

51+%

Not surprisingly, almost all respondents use remote systems access (RSA) as part of their
recovery strategy. The percentage of staff expected to use this technology shows over half of
companies expect more than 30% of staff to make use of it, with 30% expecting more than half of
staff to use it.

The CitylQ View
In our view these statistics raise two key questions:

Do all the staff expected to use RSA already have the necessary security tokens and
software licences? In day to day business it is often management and customer facing
functions which routinely use RSA. In a Business Continuity situation, however, the most
critical staff may be in back office functions. Our clients have noted that these staff are less
likely to have already been provided with the necessary software and security tokens to
allow them to use RSA.

Will the RSA infrastructure (either the organisations own infrastructure or the speed of
home broadband for users) actually support the levels of demand which would be expected
in a Business Continuity situation? In normal day to day use, a high proportion of RSA
usage is focused on accessing email and other ‘simple’ tasks for short periods of time. In a
Business Continuity situation, more users would be expected to use more resource hungry
internet-enabled applications for long periods of time, taking up extra capacity. One of our
clients, in a recent test, noted that some users were experiencing time outs on such
applications due to the slow speed of their broadband access.



Testing

Testing of the RSA capabilities helps organisations to validate that this is a viable and effective
recovery strategy and the survey shows that 75% of organisations regularly test their RSA
systems.

Do you reqularly test your remote systems access to
handle maximum utilization as part of your Business
Continuity recovery strategy?

1Yes - regularly
tested

INo - but planned
to be tested in the
next year

|
/

® No - no plans to
test

!Not known

However, from anecdotal evidence ‘testing’ is often claimed to be proven as part of ‘live usage’ of
the service (in situations such as bad weather or transport disruption which prevents staff coming
to work). We would argue that this is not a comprehensive test of a real Business Continuity
situation, in that it does not accurately represent the actual load which would be experienced over
a long period of time, or involve all the business critical functions which would need to be
performed. Nor does it necessarily validate that the critical staff needed in a crisis have either
actually used RSA during the ‘test’ windows or that they have access to the necessary tools to
work remotely.

In addition, it should be noted that 25% of respondents have not yet carried out any testing of the
RSA service. This means that their recovery strategy is based on a non-proven assumption that it
will work in extremis.

The CitylQ View

The increasing dependence on RSA as a recovery strategy demands that it is fully tested to
demonstrate it will be able to cope with the demands of a Business Continuity incident. This should
include:

Ensuring the right people have access to RSA tokens, software etc

Volume testing the RSA infrastructure based on high volume extended usage

Users regularly checking that their domestic or mobile broadband service allows them to

access all the necessary internet-enabled applications



New Technologies

With recent developments in technology, IT capabiliies are often seen as addressing and
improving resilience and recovery timescales. These technologies are being adopted by significant
numbers of organisations. In many cases, use of mirrored systems, server virtualisation and
outsourcing are seen as reducing or removing the need to carry out specific business continuity
tests — such as systems rebuilds or restores.

Which of the following technologies or approaches
form part of your business continuity recovery stra tegy

in the UK?
1 |
Outsourced IT )
Blackberry ]
VOIP

Cloud Computing 1 = ‘ [ ‘ )

3rd Party SAN ‘ ‘ ‘ )

In house SAN ‘ ‘ ‘ )

Server Virtualisation ; 3 - - )
0% 2(;% 40‘% 66% 80‘% 106%

According to the survey the most popular technologies used as part of recovery strategies were
use of BlackBerry's and server virtualisation. Less popular were cloud computing and use of third
party Storage Area Networks.

Risks

Each of the new technologies brings with it a variety of risks which may impact security, resilience
or recovery capabilities. If not properly assessed and planned for, these risks may mean that
elements of a Business Continuity plan may be based on the false premise that IT will solve the
recovery requirement without BCP involvement.

Some examples of ‘new’ risks which may affect a recovery strategy are:

BlackBerry’s : dependence on mobile signal availability, access to battery chargers, need
for sensitive data to be encrypted.

IT Outsourcing : dependence on the outsourcer’'s business continuity plans to meet SLA'’s,
impact of environmental or infrastructure risks on the outsourcer resulting in systems
unavailability, dependency on availability of outsourcer’s key staff and skill sets to maintain
service.



Storage Area Networks : A survey by Symantec indicated that although recovery of a SAN
was generally expected within two hours, the actual time taken was nearer five hours when
addressing, configuration and synchronisation issues were taken into account

Cloud Computing: Dependency on the security of the providers infrastructure; Dependency
on internet integrity and availability (e.g. Denial of Service attacks, Anti-virus software being
kept up to date). In a survey of 600 organisations by hosting.com, there was an expectation
of a 5-fold increase in use of Cloud technology in the next 18 months.

An experienced IT Security professional highlighted to us the fact that security risk assessments
are often only done on the production environment. Where a recovery strategy uses hardware or
software which is outside this environment (e.g. servers at a third party supplier to rebuild systems
or VOIP servers, use of a dedicated test or disaster recovery infrastructure, alternate internet
gateways etc), these are often not assessed with the same vulnerability and penetration testing
tools meaning that a recovered environment may be exposed to security risks which do not apply
to the live service.

Risk Assessment & Testing

Our survey shows that in almost all technology areas, there are organisations which have not
carried out a risk assessment of the new technologies upon which their recovery strategy depends.

We believe that unless the new risks introduced by these technologies are fully understood and
planned for, then the resultant recovery strategy may be less rigorous than the more visible
recovery methods used previously. There is also a tendency to assume that because the
technology is more resilient and easily recoverable, that the Business Continuity Planners can
ignore that element of the plans and just rely on IT.



Testing

As with the question on risk assessment, our survey shows that there are some organisations that
use each technology category who have not carried out testing of the resilience and recovery
capabilities.

Many of the technologies listed have features which are used on a day to day basis to improve
resilience and recovery capabilities — such as data replication across a storage area network. As
such there is a temptation to state that the technology has been tested as part of ‘business as
usual’ activities.

However, this reliance on system features does not necessarily mean that the technology will meet
the recovery requirements in a real Business Continuity situation. Specific scenarios which are
outside ‘business as usual’ should be considered, such as:

Loss of power or hardware failure for complete blade frames holding virtual servers or
storage area networks

Loss of a primary SAN node

Loss of all or part of an outsourcer’s primary data centre

Denial of service attacks or virus corruption of internet based services

Loss of primary premises and VOIP server, resulting in need to implement VOIP at a
standby site

Loss of communications links to an outsourcer

The CitylQ View

Whilst delivery of new technology solutions has undoubtedly made elements of Business
Continuity Planning easier and more responsive, the BCP function still has a key role to play to
ensure that the solutions are secure and provide a viable recovery solution in all scenarios.

BCP should challenge IT by identifying the risk scenarios which may need to be handled, ensure
that appropriate risk assessments of both the production and recovery environments are carried
out, and validate the scope and realism of testing.



Crisis Management Testing

Testing of an organisation’s crisis management plans is an essential part of Business Continuity
Planning, not least because it is often the activity most visible to executive management.

75% of organisations indicated that they had carried out a crisis management test within the last 12
months. Of those not completing a test, most were organisations with less than 1000 staff. This
may reflect that these organisations have less BCP resource to plan and execute such tests.

Have vou carried out a crisis management exercise i n
the last twelve months?




Exercise Types

Crisis Management Scenario Coverage

The most common basis for a crisis management exercise was the loss or unavailability of
premises. This was followed by loss of IT systems, reflecting the key dependence of financial
services organisations on their technology platforms.

Other risks such as infrastructure failure, people issues and media/PR/reputational events were
addressed by some organisations.

In general, the larger organisations were most likely to use more complex scenarios for their
testing. These organisations were also the most likely to have been involved in the UK regulator's

Market Wide Exercises.

Scenarios by Company Size




Scenarios Used

Of those respondents who provided details, there were a wide range of scenarios used, including:

Terrorist attack (including ‘Mumbai’ style shootings and building occupation)
Loss of third party outsourced administration provider
Loss of staff

Adverse Press coverage

Loss one of primary offices

Fire evacuation with fire alarm system fault blocking re-entry
Localised flooding

Gas leak or explosion

Effects of a pandemic

Explosion within a building caused by contractors
Loss of key system

Large numbers of staff having to work remotely
Transport disruption due to bad weather
Contamination of water supplies and staff illness
London wide terrorist attack (e.g. 7/7)

Power failure

ISP or web services failure

Over trading/Financial exposure

Cyber attack including hacking of key websites

Civil disturbance with building occupation

Telecoms failure

The CitylQ View

One of the areas of increasing concern amongst our clients and contacts is the impact which the
use of social networking sites (Twitter, Facebook etc) have on the crisis management process. We
expect to see these new technologies and news mediums featuring more and more in crisis
management exercises.

We also expect that crisis management exercises focusing on the impact of civil disturbance and
on cyber-attacks on internal and external technologies will become more common in the next 1-2
years.

One of our respondents also highlighted the value of attending a City of London Police ‘Project
Argus’ session, which details how a terrorist scenario might unfold. The sessions are free and
provide a useful addition to crisis management planning.



Challenges in the Next 12 Months

Our survey presented various possible challenges which Business Continuity professionals have
highlighted to us, and which have featured in Business Continuity media.

Challenges in next 12 months

Perhaps unsurprisingly the two challenges which featured highest amongst our respondents
related to cost and resource management and the ability to respond to rapidly changing
technologies. Both of these areas have been recurrent themes in the market for some time now.
These results were also echoed by a survey of purely BCP professionals carried out by Continuity
Central.

Of the other challenges identified, it was interesting that accreditation with the British Standard on
Business Continuity Management was bottom of the list. This is despite much time an effort being
spent in the Business Continuity market on promoting standards over the past few years.

There was also a relatively low score for the implementation of automated planning tools.
However it is interesting to note that this was rated as a key challenge by 66% of BCP resources,
whilst only 3% of non-BCP respondents rated this as a challenge! Taken in conjunction with the
widely differing views of BCP and non-BCP respondents on whether too much BCP time is spent
on administration, this suggests a major disconnect between BCP professionals and other as to
what the role of BCP really is.



Challenges for the year ahead implementing automate  d
planning tools

Whilst some organisations have embraced such tools as part of their planning process, others
have continued to use more basic tools such as MS Office based plans. Amongst our clients who
have implemented automated tools, we have received mixed reviews, with many being surprised
and concerned about the amount of additional training and consultancy spend required with the
product’s suppliers to support the configuration and usage of the products.

Other Issues

In additions to the challenges which we specifically identified in our question, the following issues
were also identified by one or more respondents:

Increasing linkage of resilience to risk management and governance functions
Testing of basic failover/fallback, particularly for Windows environments

Raising the profile of BCP for more mundane issues such as bad weather, transport strikes
and hence reducing the view that it is an expensive overhead

Getting a clear ‘tone from the top’ on the importance of BCP

Handling financial stresses and impact on cash flow

Getting the business to own BCP rather than IT

Getting BCP included in staff appraisal process to get better accountability

Have a board member allocated responsibility for BCP



The CitylQ View

Responding to new external events and threats featured on the radar of 40% of our respondents. It
will be interesting to see whether this proportion increases now that the FSA/Bank of England
Market Wide Exercise for 2011 is to be focused on planning for disruption caused by the 2012
Olympics.

The ability to adapt and embrace new technologies as part of recovery requirements and strategies
will also be a key challenge. This will require Business Continuity Planners to maintain a wider
knowledge of technologies, business continuity industry trends and also to spend more time, not
less, engaging with the business and IT in areas such as risk assessment and testing of these new
solutions.



Appendices
Survey Method

The survey was carried out by CitylQ using our in-house tool set. All respondents were asked to
include their email address as part of the survey and were subsequently contacted as a check
against impersonation.

A small number of responses, deemed to have been submitted by individuals outside of the
industry were discounted from the survey.

Most survey questions were optional. Percentages are shown to reflect the views of the
respondents who answered the question and not the total population of respondents.

Where questions allowed respondents to grade their response (strongly agree, agree etc) the
results have been weighted when presented in graph format.



Survey Population

A total of 36 organisations took part in the survey. Unlike in many other surveys that consider BCP
preparedness, 75% of respondents were non-BCP professionals. This has allowed us to contrast
the responses and viewpoints of BCP practitioners with those of other senior management. The
chart below shows the breakdown of the survey population.

Responses by Job Function

As can be seen from the table below, responses were received from within both large and small
organisations.

Responses by Company Size (Number of UK Employees)




Responses by Organisation

As always we had a high level of repondents who selected “Other” for organisation type. Those
who provided further details included:

Three insurance companies

A Japanese Trust Bank

A Custodian Bank

A Development Bank

A Pension Fund

A Payments Processor

A Financial Group of Companies
An NGO



Survey Questions

Q1. What is your job function?
Business Continuity Planning
Operational Risk

Operations

Finance

IT Management

IT Other

Other (please specify)

Q2. What is your organisation type?
Investment Bank

Investment Manager

Custodian Bank

Retail Bank

Hedge Fund

Private Bank / Wealth Manager / Stockbroker
Other (please specify)

Q3. What is the approximate total number of employe
1-100

100-1000

1000-5000

5000+

Q4. How many full time equivalent Business Continui
employ in the UK?

0

1

2
3-5
5-10
10+

Not known

es in your organisation in the UK?

ty Planners does your organisation



Q5. How strongly do you agree with the following st atements: (Options - Strongly Agree,
Agree, Neutral, Disagree, Strongly Disagree)

Too large a proportion of our Business Continuity Planners’ time is taken up with
Administration (documentation updates, maintaining contact lists, arranging/supporting
meetings etc)

Our Business Continuity Planners do not spend enough time engaging directly with the
business to understand risk and associated business impacts

Our business continuity recovery strategy is largely driven by our Business Continuity
Planners

Business Continuity Planning is mainly seen as an IT-driven activity

Testing of our Business Continuity Plans only covers IT and workplace recovery

Our Business Continuity Planners should spend more time understanding new
developments in the business continuity industry

Our organisation should increase its focus on the effectiveness of the Business Continuity
Plans of our key suppliers and business partners

Access to experienced external Business Continuity professionals would help improve or
develop our business continuity management process

Q6. In the next twelve months do you expect the BCP budget to:
Increase

Decrease

Stay the same

No Opinion

Q7. Does your organisation use a standby workplace recovery facility?
Yes (route to Q8)

No (route to Q11)

Not known (route to Q11)

Q8. Is your standby workplace recovery facility:

In-house (including relocation to other UK offices)

Third party - shared subscription basis

Third party - dedicated subscription basis

Third party — mixed dedicated and shared subscription basis
Other — please specify

(Please tick all that apply)



Q9. Approximately what percentage of UK employees h  ave space allocated at a standby
workplace recovery facility as part of your Busines s Continuity Plans?

0-10%
10-20%

20-30%
30-50%
50%+

Not Known

Q10. Do you expect this percentage of UK staff allo  cated space at a standby workplace
facility to change in the next2  years?

Yes — increase
Yes — decrease
No change

No Opinion

Q11. Do you use remote systems access/home working as part of your Business
Continuity recovery strategy?

Yes (route to Q12)
No (route to Q14)

Q12. Roughly what percentage of UK employees would use remote systems access/home
working as part of your Business Continuity recover y strategy?

0-10%
10-20%
20-30%
30-50%
50%+

Not Known

Q13. Do you expect this percentage of UK staff usin g remote systems access/home
working as a Business Continuity recovery strategy to change in the next 2 years?

Yes — increase
Yes — decrease
No change

No opinion



Q14. Do you regularly test the operation and capaci  ty of your remote systems access
facilities to handle maximum utilization expected a s part of your Business continuity
recovery strategy?

Yes — regularly tested

No — but planned to be tested in the next year

No — No plans to test

Not known

Q15. Which of the following technologies or approac hes form part of your business
continuity recovery strategy in the UK? (Options - Yes, No or Not applicable/unknown)

Server virtualization

In house Storage Area Networks

Third party Storage Area Networks or data vaulting
Cloud Computing

Voice over IP (VOIP)

Use of BlackBerry’s or other mobile computing devices

Outsourcing of all or part of IT (including resilience and recovery capabilities) to a third party
managed service provider

Q16. Has a risk assessment been carried out of any  changes to resilience, security or
recovery timescales resulting from use of these str ategies? (Options - Yes, No or Not
applicable/unknown)

Server virtualization

In house Storage Area Networks

Third party Storage Area Networks or data vaulting
Cloud Computing

Voice over IP (VOIP)

Use of BlackBerry’s or other mobile computing devices

Outsourcing of all or part of IT (including resilience and recovery capabilities) to a third party
managed service provider



Q17. Has a test been carried out to prove these str  ategies can meet recovery requirements
in terms of reliability, capacity, recovery timesca les and data integrity? (Options - Yes, No
or Not applicable/unknown)

Server virtualization

In house Storage Area Networks

Third party Storage Area Networks or data vaulting
Cloud Computing

Voice over IP (VOIP)

Use of BlackBerry’s or other mobile computing devices

Outsourcing of all or part of IT (including resilience and recovery capabilities) to a third party
managed service provider

Q18. Have you carried out a crisis management scena  rio exercise in the last 12 months?
Yes (if yes route to Q19)

No (route to Q21

Not known (route to Q21)

Q19. Did the crisis management scenario exercise co  ver:

Loss or inaccessibility of buildings

Loss of key IT systems

Loss or unavailability of staff

Internal or external infrastructure issues (e.g. loss of utilities, communications)
External threats/events

Media or public relations issues

(Please tick all that apply)

Q20. Please provide a brief description of the key events which the crisis management
scenario exercise was based on

(Free text)



Q21. What do you believe are the major challenges f  acing your Business Continuity
function in the next 12 months?

Cost/resource reduction

Changes to key business systems/technologies

Office relocations, openings or closures

Organisational or functional restructuring

Increased regulatory oversight/audit

Maintaining or increasing executive support/sponsorship
Implementation of automated planning tools

New external risks to Business as Usual (e.g. 2012 Olympics, Pandemic illness, civil unrest)
Accreditation to BS25999

Other (please specify)

(Please tick all that apply)

Q22. Any other comments (including any advice you w ould give)?

CitylQ Ltd

Token House

11-12 Tokenhouse Yard
London

EC2R 7AS

Tel: 020 7073 2925
Fax: 020 7073 2926
Email: enquiries@cityig.com

Web: www.cityig.com




