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BCP – Time to Do It Differently



Over the last two years many organisations have put Business Continuity Planning on the back burner whilst other, more pressing priorities have been addressed. BCP staff numbers have been cut back and the department has focused on maintaining current plans and postponing anything that would result in additional costs.

Obviously it can’t go on like this. However, rather than just retool and return to the status quo, some organisations are looking at how to reduce the cost of delivering Business Continuity Planning preparedness without sacrificing quality or increasing risk.

We believe they have the right idea and that this is the perfect time to review the Business Continuity Planning process, the objective being to both ‘Integrate and Innovate’. This paper describes exactly what we mean by this. 



Integrate 
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Many organisations have specialist Business Continuity functions, with resources dedicated to developing, maintaining and testing Business Continuity plans. Indeed some have even bought software that can create and maintain highly detailed plans based on a dedicated database of key information.

The problem is that these specialist functions or tools can become detached from the business and perform activities which almost duplicate ‘business as usual’ activities.

We believe that as part of its remit, the Business Continuity function should concentrate on devolving as many tasks as possible to business and support functions and on integrating planning into the normal activities of those functions. For example:

· Maintenance of crisis communications contact/cascade lists should be handed to Human Resources

· IT should include resilience and recoverability of systems, networks etc in their normal activities 

· Crisis media management plans should be developed and managed by Marketing/PR

· Business function managers should be made responsible for identifying their critical functions and systems and producing recovery plans within a defined framework

· Maintenance of Business Continuity Plans should be integrated into normal change management processes



The role of the Business Continuity resource should be limited to:

· Developing the integrated planning framework

· Defining how management can assure themselves the Business Continuity Plans have been  developed and tested fully

· Carrying out Business Continuity Planning training

With this devolution of roles, the requirement for specialist Business Continuity resources can be reduced significantly. Furthermore, by working with experienced third party specialists who can be called upon only when needed, costs can be reduced even further. 



Innovate 

Business Continuity Planning can stagnate unless regularly challenged. Some key areas to consider are:

· Standby Workspace – Has the number of desks provided been revised to reflect changes in the size of the organisation and its key functions? Can the amount of space be reduced through increased use of remote working, internet-enabled managed offices/business centres or cross use of other ‘live’ office space? Can the standby site be used for business as usual activities such as training courses, testing of new systems or off-site meetings etc rather than spending on additional facilities?

· Systems Recovery - Can new technologies such as Storage Area Networks, server virtualisation (e.g. bladeframe technologies), remote systems access (e.g. Citrix based systems) and voice over IP telephony provide increased resilience and improved recovery strategies at lower cost?

· Plan Documentation – Is the documentation focused on what is actually needed to manage and respond to a crisis? Can it be re-structured to be more concise, usable and easily accessed? Can elements of the plan be automatically populated by extracts from business-as-usual systems (e.g. global directories, system documentation repositories, process documentation tools)? Can key elements of the plan be made available on Blackberry’s or through secure hosted internet sites (e.g. Cloud computing) to speed updates and reduce the administrative overheads associated with paper-based plans?

· Staff Communications – Can automated messaging systems replace the need for manually maintained staff cascade lists? Can such systems also be used for business as usual purposes to communicate electronically with staff?

· Testing – Can specialist external testing resources provide better value for money in developing, managing and running tests than employing full-time internal resources with limited skill sets?



Conclusion

A high-level review of current Business Continuity activities by CityIQ can provide an independent, ‘outside the box’ view to identify opportunities to integrate and innovate. It also enables entrenched attitudes and processes to be challenged to deliver real improvements in terms of cost, effectiveness and value for money of an organisations Business Continuity processes and facilities.

We can provide the services of our highly experienced Business Continuity resources to carry out such a review and provide a roadmap to implement an ‘Integrated and Innovative’ Business Continuity solution.
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